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Anatomy of a security vulnerability 

What does an exploit look like? 



https://xkcd.com/327/ 





SQL injection attack 

 

 

 

XKCD 327 has just had its 10th anniversary 

 

 

 

SQL injection remains depressingly fashionable… 

 

 

 







So what is it? 



Little Bobby Tables 

SELECT first_name, last_name, class, date_of_birth FROM Students WHERE first_name = '$first_name'; 

$first_name = "Robert' ; DROP TABLE Students; -- "; $first_name = "Robert"; 

Dynamic queries 



Little Bobby Tables 

SELECT first_name, last_name, class, date_of_birth FROM Students WHERE first_name = 'Robert'; DROP TABLE Students; -- '; 

$first_name = "Robert' ; DROP TABLE Students; -- "; 



Little Bobby Tables 

SELECT first_name, last_name, class, date_of_birth FROM Students WHERE first_name = 'Robert';  
DROP TABLE Students;  
-- '; 

$first_name = "Robert' ; DROP TABLE Students; -- "; 



CV 

Uh oh. 

CV 



How is this relevant to the world of business reporting? 



UK Company number 10542519 





Is cyber security an issue for XBRL implementations? 

 



Cross Site Scripting  

(XSS) 

 



Cross-site scripting (XSS) 

• Typical log-in process: 
 

1. Website (e.g. yourbank.com) ask for username & password 
2. You provide username and password to website 
3. Website checks credentials, and if valid, gives you a token (a cookie) 
4. Your browser provides that cookie on future requests during that session  

 
 

Anyone who has the cookie can get access to the site 

Your browser will only give the cookie to the right site (https://www.yourbank.com)  



Cross-site scripting (XSS) 

Your browser will only give the cookie to the right site (https://www.yourbank.com)  

If an attacker can get their own HTML tags (including <script> tags) displayed on a https://www.yourbank.com 
page and can get you to look at it, they can steal your cookie. 



The goal of an XSS attack is to get your HTML displayed on someone 
else's site 

 





The goal of an XSS attack is to get your HTML displayed on someone else's site… 



Is cyber security an issue of XBRL implementations? 

 



Is cyber security an issue of XBRL implementations? 

 
Yes! 

 
Don't panic.  Sanitise your inputs. 
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